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Provincial Organizational Readiness Assessment
	Facility Name
	

	Site Name
	Imagine Health Centre ID 526120/WDFA GB7Q

	Site Contact
	Holly Corneil, Clinic Manager

	Date of Assessment
	May 31, 2012

	Regional Health Authority
	Calgary Zone

	Vendor Name
	Med Cloud 

	Transition Coordinator
	Nancy Akitt

	By signing this Provincial Organizational Readiness Assessment (p-ORA), the Custodian hereby certifies that:
· the Custodian represents and warrants that he/she is signing this p-ORA as agent for and on behalf of all Custodians in the above named facility and he/she has authority to do so; 

· the information and representations contained herein are complete and true as of the date of the assessment;

· the Custodian will immediately notify Alberta Health and Wellness of any material change to the information or representations contained herein; 

· the Custodian acknowledges that additional assessments may be required by a Region in order to facilitate access to Regional systems and the Custodian agrees to complete those additional assessments if necessary; and 

· the Custodian hereby gives consent to Alberta Health and Wellness to collect, use and disclose the 
information contained herein as deemed necessary by Alberta Health and Wellness to facilitate the Custodian's access to Alberta Netcare.

The Custodian further acknowledges and agrees that:

· Alberta Health and Wellness may, upon reasonable notice, enter, inspect and perform and audit on the Custodian's clinical systems to ensure continued compliance with the requirements of this p-ORA; and

· Upon completion of the assessment contemplated herein, the Custodian may be granted access to Alberta Netcare upon conditions specified by Alberta Health and Wellness. Such conditions must be fulfilled to the satisfaction of Alberta Health and Wellness within the specified times for completion, or the Custodian's access to Alberta Netcare will be terminated.

	Remarks
	


    ___________________________________________________________________________                                   _______________________________________                  __________________________________

   Custodian or Delegated Representative (Print Name)                                  Signature                                              Date
   ​​​​​​​​​​​​​​​​​​______________________________________________________​​_                         ​​​​​​​​​​​​​_____________________________           _________________________
   Security Officer (Print Name & Organization)                                            Signature                                              Date

Frequently Asked Questions
What is p-ORA?

· The p-ORA (Provincial Organizational Readiness Assessment) is a security assessment for sites that want to access Alberta Netcare applications. These community sites are not managed by a health region or board. Currently, Alberta Netcare is being deployed to physicians and pharmacies.
· It is a set of minimum administrative, physical and technical security requirements that when met will mitigate some of the risks associated with sites connecting to Alberta Netcare.

· It is divided into three sections: web access, system-to-system, and wireless sections. 

Must all sites go through and pass all the three sections of the p-ORA?

· No, but all sites must go through and pass Section One.

· Sites that implement wireless technology must go through and pass Section Three.
· Regions that allow sites to remotely access their clinical systems may require sites to go through and pass the remote access section before remotely accessing regional systems. This is section is under development.

What is required for a site to be engaged with p-ORA process?

· A site must have a PIA (Privacy Impact Assessment) that has been accepted by the Office of the Information Privacy Commissioner or the PIA development must be in progress.

Who conducts the assessment?

· Alberta Health and Wellness, through the Alberta Netcare Deployment Team, conducts the p-ORA for access to provincial systems. Assessment for access to regional systems is the responsibility of the Regional Health Authorities.
If a site passes the p-ORA can the custodian access a regional system?

· Yes, but other requirements may apply as deemed necessary by the regions. Only one assessment will be conducted for sites that want to access both provincial and regional systems. 

Who reviews and approves the p-ORA?

· Alberta Health and Wellness reviews and approves the p-ORA for access to provincial systems. 
What is the validity period for approved p-ORA?

· Two years from the date of approval.
Will sites be audited after completing the p-ORA?

· Alberta Health and Wellness reserves the right to audit sites at any time as deemed necessary.
How can I get more information about the p-ORA?
· If you have questions or need more information about the p-ORA, please, contact the HIA Help Desk at (780) 427 8089 or send an email to AHW.security@gov.ab.ca 
Instructions 
· All community sites must complete and meet the security requirements on section one of the Provincial ORA. 
· All System to System (S2S) sites must complete and meet the requirements on both sections 1 and 2. 
· In addition, all sites that implement wireless technology must complete and meet the requirements on section 3. 

Note: This assessment is NOT required for sites where the workstations and networks are managed by the Health Region or Board or for sites that are Pharmacy Batch only.

Section One: Mandatory Security Requirements for all Accesses
	Has a PIA been accepted by the Office of the Information Privacy Commissioner (OIPC)? If yes, state the date of acceptance.
	              Yes                No

 FORMCHECKBOX 
                  FORMCHECKBOX 

(Double click box to check or uncheck)

Acceptance Date: April 27, 2012
OIPC Tracking #: H4800


	Has an Information Manager Agreement been signed between the Custodian and AHW?
	              Yes                No

 FORMCHECKBOX 
                  FORMCHECKBOX 

To be completed


	Does your business have a wireless network? If yes, the wireless security assessment in this p-ORA must be completed. If an AHW wireless security assessment was completed and approved at least two years ago, a new assessment needs to be completed and approved. Please, state the date of approval of AHW wireless assessment.
	              Yes                No

 FORMCHECKBOX 
                  FORMCHECKBOX 

Date of approval of AHW wireless assessment: Please confirm if there is wireless at this site


	Security Awareness and Training

	1.1
	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	If affiliates are not provided with appropriate and adequate security and Health Information Act (HIA) training, they will not know how to securely use health data. Consequently, health information could be accidentally disclosed to unauthorized individuals causing a breach of patient privacy.  As the HIA mandates that the custodian protects health information, the custodian will be held responsible for being non-compliant with the HIA in the event of a breach.
	· Provide initial training on office policies, security awareness and HIA compliance to new employees. 

· Provide ongoing security awareness training using various means such as posters, flyers, etc.

· Provide ongoing training and updates on how the practice complies with HIA.

· Ensure each affiliate signs an oath of confidentiality or non disclosure agreement. Refresh this agreement bi-annually or during contract review.
	All staff members have signed an Oath of Confidentiality, to be refreshed biannually.

Initial training on office policies, security awareness and HIA compliance is provided for all new employees. 

Ongoing security awareness training is provided for the site’s managers and staff, as required.

Custodian is: Dr. Jonathan Chan
Dr. Chan also acts as Medical Director and Lead Physician for this site.


	Security Administration

	1.2
	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	The absence of a Security or Privacy Officer leads to security controls being improperly and inconsistently coordinated within the organization. There is lack of accountability in the event of a security incident. Also no one will be responsible for assessing the situation, taking corrective action and notifying the right parties in the event of a breach.
	· Appoint a Security or Privacy Officer.

· Appoint an Access Administrator (AA).

· Clearly define the functions of the AA and the Security or Privacy Officer.

· Provide appropriate and ongoing training to the AA and/or Security or Privacy Officer.
	The Security/Privacy Officer for this site is Dr. Jonathan Chan and Mr. Ray Yue.
The Access Administrator is Ms. Holly Corneil

The function of the Security Officer is

outlined in the clinics Security Policy.

The AHW TC has educated Holly on her role as the AA and will advise of any changes to that role.



	Security Policy

	1.3
	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	The absence of a well developed, well maintained and enforced security policy negatively affects the way security is implemented within an organization. The implementation of security controls will be inconsistent and tilted towards a more reactive approach than the preferred proactive approach. As a result, the risk that health information could be viewed by unauthorized individuals or made unavailable when needed increases.
	· Develop a Security Policy for the organization.

· Use clear and simple language in the Security Policy document for easy understanding and interpretation by affiliates. 

· Keep the security policy up-to-date.

· Enforce the security policy through regular audits and reviews.

· Cover security policy during security awareness and training.
	In compliance with the HIA, formal documentation of the site’s security policies and procedures was developed at the time of clinic’s PIA submission; this documentation is maintained in a binder by Holly Corneil, and is updated as required.

Clear, client consumable language was used in developing the policies and procedures manual.

All staff members are provided with security awareness training at the time of hire, as part of their orientation.

The security policy is enforced through regular audits and reviews. 




	Termination Process

	1.4
	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	Lack of a proper termination process could allow a terminated employee to have access to information processing systems or data. If a weakness in the termination process allows this scenario, health information could be improperly disclosed. This could cause patients’ privacy to be breached. 
	· Develop and document an employee termination process.

· Make a comprehensive list of action items to be performed during an employee termination.

· Delete network or operating system and EHR user accounts. 

· Revoke all access control items (keys, badges, access cards, fob, etc) must be revoked.

· Provide adequate and appropriate training to the individual responsible for implementing the termination process.

· Update the termination process document as appropriate.
	A formally documented checklist of termination procedures is maintained, including a checklist of all access items that have been distributed to new staff, and thus need to be returned upon staff departure.

Upon the termination / resignation of an employee, the Clinic Manager, Holly Corneil, is responsible for ensuring that the users:

· Windows log on / network access profile is disabled

· EHR account is disabled 

· Netcare fobs are returned




	Screen Locks and Monitor Orientation 

	1.5


	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	Computer terminals located or computer monitors facing publicly accessible areas pose a risk to patients’ privacy as health information could be viewed by individuals who do not have a need-to-know. Also if computers in these areas are left unattended for a long period of time without appropriate security controls in place, the risk of health data being disclosed to unauthorized individuals increases.
	· Orient computer monitors such that unauthorized access to health information that may be displayed on them is prevented.

· Physically separate reception areas from public access.

· Configure computer systems to timeout (screen lock) after a predefined period of user inactivity. Match timeout duration with the level of risk and exposure to such risk. To regain access to the system, a user should be prompted for his or her password.
	At the front reception desk, computer monitors are positioned away from the public in the waiting room, so as to not be viewable by the public.

Reception desk is separated by a high barrier.

Computer workstations are set to

timeout to a screen saver after ?

minutes of inactivity and requires a password to reactivate.
The EMR also has a time out function as well.




	Software Installation

	1.6
	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	Uncontrolled installation of software within an organization’s network environment exposes the network to malicious software codes such as viruses, Trojans, key loggers, spyware, etc.  Some malicious codes are capable of taking screenshots, transferring data from a target computer to an attacker’s computer, capturing and disclosing user logon credentials, corrupting data or disrupting services, etc. The risk of health data being viewed by unauthorized individuals increases. 
	· Develop and document a software installation process.

· Develop and enforce a security policy on software installation and ensure that it is covered during security awareness and training.

· Only install custodian or assigned delegate approved software. 

· Keep and maintain an inventory of installed software as appropriate.

· Conduct a periodic review of installed software. Remove unneeded software completely from the environment.

· Protect the configuration settings of systems from being changed by non privileged users.

· Provide non-privilege users with limited privilege accounts to prevent illegitimate installation of software.

· Provide system administrators with an administrator account for performing system administration and a limited privilege account for performing non-system administration tasks. 
	As documented in the security policy, staff is not allowed to download software. The software installation policy is covered during security awareness training.

Sam Chan is the assigned delegate authorizer for any changes to software.

System administrators are set up

with an administrator account and a limited privilege account for non system administrative tasks

All affiliates have been set up with

limited privilege operating system

accounts.



	Authentication and Authorization

	1.7
	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	Shared systems or network accounts could lead to the disclosure of patient information to individuals who do not have a need-to-know even though they may be authorized individuals. Weak passwords can be easily guessed. If successfully guessed, health information could be viewed by unauthorized individuals thereby putting patients’ privacy at risk. Sharing passwords among staff means that in the event of a security or privacy breach, it will be impossible to identify who is actually responsible for the breach.
	· Assign unique user IDs and passwords to users of (operating) systems and network.

· Put strong password policy in place and enforce it.

· Develop, document and communicate a guideline to help users in selecting and securing passwords. Cover the guideline during security awareness training.

· This in an example of a strong password policy:

· Minimum length of 8 characters;

· Must include a combination of three of the following four: alpha-upper case, alpha-lower case, numeric, or special characters;

· Passwords must not contain an individual’s user name or full name;

· Must expire after 90 days;

· Minimum of 24 iterations before password reuse;

· Maximum of 5 invalid logon attempts before account lockout;

· Minimum lockout duration of 30 minutes.
	As outlined in the security policy,

each user is assigned a unique

user ID and strong password to

the operating system.

The passwords meet the current

AH&W standard password policy.



	Internet Security Software

	1.8
	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	The absence of an up-to-date Internet security suite leaves systems vulnerable to attack by computer viruses and other malicious codes. Viruses and malicious codes are used by attackers to steal, corrupt or delete data that could lead to loss of service, unauthorized modification and/or disclosure of health information.
	· Install a licensed Internet security suite to ensure support from the vendor.

· Make sure that the security suite contains antivirus software.

· Configure the antivirus software to run automatic system and real-time scans on a regular basis.

· Configure the antivirus software to run automatic virus definition updates. 

· Make sure the Internet security suite or software is regularly patched as appropriate. 
	Local desktop, and operating system have a licensed Internet security suite installed (?? Name of suite).  It includes antivirus software.

The software has been configured for real-time scanning, and logs are regularly reviewed to ensure all updates are applied to the system.

Patching occurs regularly as software releases are received and is set to auto update.



	Firewall

	1.9
	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	Without a properly configured network-based firewall, an organization’s network is opened to attacks. An attacker could use a hole in a firewall or the absence of a firewall to gain access to a clinic’s network.  There is a potential for health data to be stolen. Health data risks being viewed by unauthorized individuals. Legitimate users could be denied access to services and data leading to disruption of normal business operations.
	· At a minimum, install a network-based firewall.

· Install or enable host-based firewalls on computers.

· Ensure that firewalls are properly configured such that undesired traffic is prevented from getting into or out of the internal network.

· Protect and prevent firewall configuration settings from being changed by unauthorized users.

· Regularly check firewalls to ensure they are working properly and appropriately.

· Regularly patch software-based firewalls using approved vendor patches.
	The hardware – based firewall Cisco

is installed.

The firewall has been properly

configured such that undesired traffic is prevented from getting into or out of the internal network.

The firewall is properly configured

such that configuration settings can not be changed by unauthorized users.

Patching occurs as software releases are received.


	Patching

	1.10
	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	An unpatched system is vulnerable to attack. An attacker can exploit vulnerabilities in an unpatched system to gain access to the system or data stored in it or other systems connected to it. This access can be used by hackers or malicious software to steal or corrupt data. This could lead to unauthorized disclosure or modification of health information or cause data or clinical systems to be unavailable to legitimate users. 
	· Develop, document and implement a consistent patch management process.

· Patch systems regularly. Apply critical patches as soon as they are released by the various vendors.

· Automatic update could be enabled for operating systems.
	Windows is enabled for automatic updates.  The patching process is documented in the clinic security policy.




	Threat and Risk Assessment

	1.11
	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	Without a comprehensive Threat and Risk Assessment (TRA), it will be difficult to identify all the major risks that systems and clinical applications are exposed to. Also, it will be difficult to determine whether current physical, administrative and technical security controls actually and appropriately protect health information.  
	· Perform a comprehensive TRA at least every two years and preferably annually so as to identify the risks on critical assets.

· Prioritize the risks on critical assets.

· Develop a mitigation plan to mitigate against the risks identified.

· Implement the mitigation strategies in the mitigation plan while prioritizing risks with high impact to the organization.

· As a check, perform a second TRA to ensure that the major risks identified during the first TRA have properly and appropriately been mitigated.

· If a technical assessment of the current network configuration was done during the development of a PIA then the PIA could be used as a substitute for a TRA. The PIA that was accepted by the Office of the Information Privacy Commissioner must be less than two years old to meet the TRA requirement.

· As a reference for the TRA requirement, see the HIA practice guidelines and manual and the COACH guidelines.
	Current PIA satisfies this question.

H4800, April 27, 2012.




	Incident Response 

	1.12
	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	The absence of an appropriate and formal incident response process could lead to poor and inconsistent management of incidents that could aggravate rather than minimize the impact of an incidence. Also, there will be no records of past incidents and mitigation strategies that were implemented when they occurred. As a result similar security and privacy incidents may take longer to be resolved.


	· Develop and document an incident response process that minimizes the probability and resulting damage of a security incident.

· Specifically address the incident identification process, who should be notified in the event of an incident, escalation procedures and corrective actions.

· Cover this process during security awareness and training.

· Document occurred incidents and the mitigation techniques that were used to address them for future reference.

· Update the incident response process document as appropriate.
	The site has developed and documented an incident response process that minimizes the probability and resulting damage of a security incident.

The escalation process for responding to an incident has been formally documented.

As Privacy Officers, Jonathan Chan and Ray Yue, have committed to investigating and following up any security breach to ensure an appropriate response is enacted, in keeping with the harm / severity incurred by the security breach.

The results of any investigation will be communicated to the staff as required, and applicable sanctions applied.




Section Two: Mandatory Security Requirements for S2S Sites

	Has a PIA been accepted by the Office of the Information Privacy Commissioner (OIPC) and is it based on the current network configuration? If yes, state the date of acceptance.
	              Yes                No

 FORMCHECKBOX 
                  FORMCHECKBOX 

(Double click box to check or uncheck)

Acceptance Date:


	HIA Compliance 

	2.1
	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	If users are not assigned specific roles and are not well educated and trained about their responsibilities in relation to those roles under the Health Information Act (HIA), they can collect, access, use or disclose health information contrary to the act. They could access information that they do not have a need-to- know, not exercise least degree of anonymity during information disclosure and collect more data than is required to perform a given task. 
	· Clearly define and document the role for each user of health information.

· Provide user education for those roles as appropriate.

· Review and update user roles as appropriate.

· Incorporate user roles into clinical systems such that users have only those permissions that allow them to access just the information they need for their job tasks.
	We have roles incorporated in our EMR system that allow access only to information that each role requires for their job tasks.



	Information Security Classification

	2.2


	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	If information is not properly classified, improper and weak security controls could be used to protect them. As these weak controls could easily be compromised, health information risks being viewed, modified, corrupted or deleted by unauthorized users. Patients’ privacy and safety is at risk and normal business operations could be disrupted.
	· Classify information into distinct groups such as restricted, confidential, protected, public use.

· For each classification level, apply appropriate set of security controls to protect the data.

· Perform a periodic audit to check or ensure that the security controls appropriately and adequately protect those information assets. 

· Cover the information security classification scheme during security awareness training.
	Information is classified based on roles.  The information is protected by data access restrictions in the EMR based on user roles attached to individual log in accounts.


	Secure Storage 

	2.3
	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	If master copies of software are stored within a facility equipped with inadequate or inappropriate physical and environmental security controls, they could be stolen or damaged by water, fire, or dust. These software copies risk not being available when needed to recover key business systems. This could lead to longer downtime in the event of an incident. 


	· Store extra master copies of software in a facility separate from your business facility.
· Make sure that the storage facility has proper physical and environmental security controls (locked doors, fire extinguishers, temperature and humidity detectors, fire alarms, etc) in place. 
· Review and test these controls regularly to ensure that they function properly.
· Contract a reputable third party to take care of your storage needs.
	Software and data is stored offsite in multiple Tier 3 data centers with strict security policies and procedures.  In the case of failure, the backup data centre should immediately and automatically kick in with little to no downtime.



	Physical Security

	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	2.4
	If the server room does not have appropriate access controls in place, the server could be compromised or even stolen. Patient privacy could, therefore, be breached.
	· Have a dedicated server room.

· Lock server room at all times.

· Allow only authorized individuals into the server room.

· Log and review access to server room. 

· Take actions to correct problems detected.
	Our EMR data is all stored offsite at secure Tier 3 data centers with strict security policies and procedures.


	Access Log Review for Clinical Systems

	2.5
	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	Without an appropriate formal log review process, abusive and unauthorized accesses to health information may go undetected. The privacy of patients risks being breached and health information could be modified by unauthorized individuals without being detected. 
	· Create and implement a well- defined and documented log review process.

· Regularly review access logs for clinical systems and take appropriate actions to correct issues detected.

· Provide awareness training on authorized access to health information.

· Tie user access permission to user role.
	We do not currently log access to our EMR system.  We are currently adding this feature. 

	Network Segregation

	2.6
	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	If the network is not separated into trusted and untrusted segments, the implementation of security resources or controls may not be properly and appropriately maximized. As a result, security controls put in place to protect health information will be ineffective and inefficient. As this causes network to be exposed to attackers, health information risks being corrupted, viewed, deleted, stolen or modified by unauthorized individuals.
	· Segregate network into trusted and untrusted zones by using appropriate security controls such as a firewall.

· Perform a threat and risk assessment to identify the risks on your trusted zone

· Use appropriate security controls to mitigate the risks identified.

· For reference and troubleshooting purposes, have a copy of the logical network diagram in place.
	Add data about network (Sam).
Gaining access to the clinic network will not gain access to the EMR or data.  Data is stored in offsite data centers that require additional unique log in.


	Password File Encryption

	2.7


	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	
	If a user gains access to a password file that is in clear text, passwords are likely to be stolen and used to gain access to the clinical systems. Proprietary algorithms used for encrypting password files could be easily broken since the strength of these algorithms is unknown and therefore could be insecure. Health information risks being viewed or modified by unauthorized individuals or stolen or corrupted. Patients’ privacy could be breached and patient safety becomes a concern.  Business operations could be interrupted.  
	· Encrypt password files using Alberta Health and Wellness approved cryptographic algorithm.

· Properly secure the encryption key if a one-way hash function is not used. 

· Limit access to the encrypted password files.

· Review system logs and determine and block access attempts to password files. 

· Do not use proprietary algorithms to encrypt password files as these algorithms do not go through rigorous industry and academic testing.
	We do not store passwords in files.  They are encrypted and stored in offsite data centers.


	 Inactivity Session Timeout 

	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	2.8
	The absence of an appropriate timeout for the clinical systems after a certain defined period of user inactivity leaves the clinical systems vulnerable to eavesdropping. In the event that an unauthorized user gain access to the operating system when the clinical systems did not timeout after prolong period of user inactivity, patient privacy could be breached. Depending on the permission of the clinical systems account, health information could be deleted, corrupted or stolen causing patient safety and privacy concerns.
	· Conduct a Threat and Risk Assessment (TRA) to determine the risks that could be mitigated by configuring system timeout.

· Categorize timeouts as long, medium or short such that each timeout category mitigates a set of risks identified during the TRA and the exposure to such risks.

· Configure the clinical systems to appropriately time out after a defined period of user inactivity. 

· Configure the operating system screen lock to be automatically activated after a specified period (less than the clinical system timeout period) of user inactivity as an additional layer of security.

· Create and enforce a policy to ensure that users log out of clinical systems or activate the operating system screen lock before leaving a workstation unattended.

· Cover this policy during security awareness training.
	Our EMR software times out after 10 minutes.  Also, our computer auto lock after X minutes.


	Password Standard for Clinical Systems

	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	2.9
	Shared clinical systems accounts could lead to accidental disclosure of patient information to legitimate users who do not have need-to-know. Weak passwords can be easily compromised. When successfully compromised, health information would be viewed, modified or deleted by unauthorized individuals. Patients’ privacy, data completeness, correctness, and availability are at risk.
	· Assign unique user IDs and passwords to clinical systems users.

· Put a strong password policy in place and enforce it.

· Develop, document, communicate and maintain password guidelines to help users in selecting and securing passwords. Cover the guidelines during security awareness training.

· This is an example of a strong password policy:

· A minimum length of 8 characters.

· No embedded part of user’s name,

· A combination of three of the following four: alpha-upper case, alpha-lower case, numeric, special characters,

· Validity password period of 90 days.

· A maximum of 24 iterations before old passwords are reused.

· 5 maximum invalid attempts before an account is locked out, and

· A minimum lockout duration of 30 minutes after 5 invalid login attempts.
	Our EMR requires minimum 8 characters and must contain at least one letter, digit, and special character.




	Remote Access

	What are the Risks?
	What could be done to Mitigate the Risks?
	What does your practice do?

	2.10
	If an insecure communication line is established during remote access to health data, there is a risk that the data could be intercepted as it is being transmitted. This puts patient privacy and safety at risk. In addition, if passwords are not encrypted, they could be obtained by malicious users. They can then use them to get access to clinical systems which potentially put health information at risks of being breached.


	· Follow a well designed, documented, enforced and maintained remote access policy for all remotes access to the provider’s network. 

· Cover the remote access policy during security awareness training.

· Implement AHW or GOA approved method of remote access such as key fob, Citrix, VPN, SSL.
	We have authentication for remote access as well as a policy for remote access that is delivered during training.  
We use TLS (successor to SSLv3) and 256 bit encryption.


Section Three: Wireless Security Assessment

Instructions: The requirements 1-13 are assessed upon initial setup. Any change in security policy, wireless hardware or network equipment must be reported to Alberta Health and Wellness (AHW).

	
	Implementation Tasks
	Information needed
	Compliance details

	3.1
	Purchase and use Access Points (AP) and switches that are 802.1X capable.
	Provide Make and Model number of the AP and switches
	Sam?

	3.2
	Develop an organizational security policy that addresses the use of wireless networks. Address usage of Bluetooth devices in the policy.
	Confirm if security policy has been developed to address the use of wireless
	

	3.3 
	Has the default administrative login and/or password been changed? A new password must meet a good password standard such as AHW password standard. See section one for an example of a good password standard.
	Provide status 
	

	3.4
	Locate AP in secured areas that are more central and away from exterior walls and windows. Usage of directional antennas to limit the stray signal is recommended.
	Details on compliance
	

	3.5
	Ensure AP channels are on different channels from any other nearby wireless networks to prevent interference.
	Provide status
	

	3.6
	Make sure the reset function on AP is being used only when needed and is only invoked by an authorized group of people. Tamper proof seal is recommended on the reset button.
	Provide status
	

	3.7
	Ensure that AP uses a unique non-identifiable SSID.
	Provide status
	

	3.8
	Install a properly configured firewall between the wired infrastructure and the wireless network (AP or hub to AP).
	Provide status
	

	3.9
	Ensure that the “ad hoc mode” for 802.11 has been disabled on all the client devices.
	Provide status
	

	3.10
	Disable all insecure and nonessential management protocols on the AP, such as SNMP.
	Provide status
	

	3.11
	Do not disable user authentication mechanisms for the management interfaces of the AP. Credentials for the management utilities should also not be cached on clients?
	Provide status
	

	3.12
	Enable WPA or WPA2 (preferred). Use a pass phrase on the access point, the pass phrase must comply with AHW password standard.
	Provide status
	

	3.13
	Document MAC addresses for all network devices. Use the documented list of MAC addresses to check for rogue devices. It is recommended to enable MAC filtering in the AP.
	Provide Status
	


Instructions: The requirements 14 -19 are to be assessed on annual basis. Custodians must ensure the following requirements are reassessed annually. Any changes require a wireless assessment to be resubmitted to AHW.

	3.14
	Perform comprehensive security assessments at regular intervals to locate any rogue AP, extent of wireless coverage and that AP are adhering to strong password policy standards. 
	aProvide how of

Provide how often security assessments are performed or scheduled


	

	3.15
	Take a complete inventory of all AP and 802.11 wireless devices.
	Confirm the inventory of all AP’s and 802.11 wireless devices and provide schedule of the inventory.
	

	3.16
	Ensure users on the network are fully trained in computer security awareness and the risks associated with wireless technology 
	Details on compliance and ensure that wireless security awareness is part of user induction process
	

	3.17
	Restore the AP to the latest security settings when the reset functions are used and that all default parameters are changed. In case the reset button has been pressed, documented procedure must be readily available to ensure that the latest security settings are in place.
	Ensure that documented procedure is changed to reflect the modified security settings on AP
	

	3.18
	Default shared keys must be periodically replaced by more secure unique keys 
	Provide schedule
	

	3.19
	Fully test and deploy software patches and upgrades on AP on a regular basis as well as firmware upgrades.
	Details on compliance
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Review History
	Version
	Date Revised
	Revisions
	Reviewers

	1.0
	April 1, 2008 (released date)
	Initial assessment document
	AHW, HSSWG, OIPC, Deployment Team

	1.1
	June 4, 2008
	· Cover page: Allocation made for the signatures of other Security Officers. A field added for “Remarks”.
· Frequently Asked Questions revised. 
· Question on wireless network included in the first section.
	AHW

	1.1
	July 8, 2008
	· Requirement 3.2 removed.
· Requirement 3.3 added.

· Requirements 3.12 and 3.13 updated.
	AHW
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