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A - System Access and Physical Security
Remote Access Guidelines

This section outlines the requirements, policies, and procedures around accessing the office system remotely. Remote access is considered any electronic access from a machine that is not directly connected to the local network. Examples are access from hospitals or home.
For remote access security, specifically 2 factor authentication, it is the physician or affiliate that is responsible. Best practices for remote access are:
· 2 factor authentication, like key logins, should be arranged and used for all remote access for all users.
[Note: 2 factor means two of the following three components: something you know, something you have or something you are. For example, 2 factor includes a FOB key and a password, or a biometric device and a password.]
· Key logins (ie: fingerprint swipers) may be revoked.

· No remote access methods providing less than 128-bit authentication or encryption should be used to access the system.
· Remote terminals should not be left unattended unless the system has been logged off and any transfer
rred data removed or destroyed.
· Remote terminal clipboards should be cleared if any data was copied using the copy, cut, or print screen utilities.
· All remote users should be explained how the remote access works including it’s interaction with firewalls/gateways, it’s use of encryption and authentication (ie: SSL, RDP), and 2 factor authentication.

· All users, remote or local, should not delegate use of authentication devices or methods.
Server Physical Security

The physical security of the server is crucial to reduce the chance of theft, or other disasters that could compromise the system. The server contains all of the data within the office system. The Systems Administrator should be responsible for insuring physical security of the system and it’s hardware. The best practices for physical security are;

· Server must be locked in a room

· Room temperature must be cool and room ventilated

· Key to room must be kept with an administrator

· Documented inventory of all system hardware and components

· Uninterrupted Power Supplies (UPS) must be used on the server (and all network gear, modems, switches, hubs) with a minimum of 15 minutes of operating capacity with the system at full load. The UPS should be tested regularly for charge and operation. The UPS should alert the system administrator and/or users when the UPS is running on standby power due to a power outage.
Workstation Physical Security

Administrators are also responsible for insuring physical security guidelines are set for workstations. The best practices are:

· Placement should be off of the ground, and in a place where they can’t easily fall off of their perch.

· Workstations should be physically locked when unattended. 

· Documented inventory of all system hardware and components

Clinic Perimeter Physical Security

Administrators are also responsible for insuring perimeter guidelines are set. The best practices are:

· Public access, visual or physical, to system components (ie: computer monitors, keyboards, network gear, workstations, servers) should be prevented using appropriate positioning of the office space and components.

· A lockable entrance to the clinic area should be installed in order to protect system components.

Network Physical Security

Administrators are also responsible for network physical security guidelines are set and followed. The best practices are:

· Network gear (ie: routers, switches, wireless access points, wiring) should be kept in a secure locked room.

· Documented inventory of all network hardware and components

Removable Media Security

The following policies around removable media (ie: diskettes, magnetic tapes, external hard drives, flash cards) are recommended for the clinic:

· Removable media (ie: diskettes, magnetic tape, external hard drives, Flash cards) used to store health information should be stored in a secure container when not in use (ie: fireproof safe rated for storage of computer media.

· Removable media used to store health information should be stored in a secure container when not in use (ie: fireproof safe rated for storage of computer media.
· Removable media that is no longer needed, that contains electronic/digital clinical information, should be destroyed through physical destruction of the media.
· Removable media that is not destroyed, where it contains health information, should not be exchanged or released unless the health information is permanently erased or encrypted. If it is not possible to erase or encrypt the data, then the third party must be bonded. 

· Any software received on CDs or other read-only media is scanned for malware upon receipt.

Physician Office System Environment

Recording the environment set up is a requirement for the implementation of the system. The following checklist should be followed:

· Ensure that all master copies of software are stored on media with the write protect security feature activated

· Where static electricity may affect the integrity and reliability of the data and programs processed and stored on the equipment, the installation of anti-static devices is recommended.
· Connect to Accuro using high-speed broadband access, if available at this clinic site.

· If wireless is installed, complete the checklist (Section G) that is published and maintained by Alberta Health and Wellness. Recommend that the custodian review this checklist and that the custodian is aware of the Wireless Implementation Guidelines (v1.2) as published and maintained by Alberta Health and Wellness

Optimed will provide the following records service as part of the implementation for components that Optimed provides. It is recommended that any third party network and hardware technicians provide this service to the clinic as well.
· Create and maintain an inventory of all system components indicating model numbers, serial numbers, and other unique identification numbers, the location, and the individual responsible for the equipment

· Develop and maintain a hardware configuration chart

· Record and maintain a record of all hardware modifications, configuration changes, and maintenance activities

· Create and maintain a configuration chart of the current data communications

Password Standards

Background

The security of the Information Technology is of paramount importance to the

Government of Alberta (GoA). The servers and workstations in the GoA contain private

corporate information including confidential financial and personal information

pertaining to residents of the province. Other data of a confidential nature, such as

personal financial and human resources information, is also contained on the system.

The GoA Windows 2000 Active Directory plays an important role in

securing that data by providing authentication and authorization to applications that

access the data. The GoA will also be the primary login authenticator for all day to day activities of all Government employees as Windows 2000 is deployed.

A complete security policy must examine all aspects of security including physical access to resources and network security. However, the security policy that has the greatest impact on the users is the password policy.

Requirements

1) Minimum password length: 7 characters
2) Complexity Requirements:

a. Passwords must contain characters from at least three (3) of the following

four (4) classes:

1. English upper case letters A, B, C … Z

2. English lower case letters a, b, c … z

3. Westernized Arabic Numerals 0, 1, 2 … 9

4. Non-alphanumeric (“special characters”) such as punctuation symbols

b. Passwords may not contain your user name or any part of your full name

3) Minimum Password Age: 0 days

4) Maximum Password Age: 90 days

5) Password History: 24 passwords remembered

6) Lockout after 5 incorrect attempts

7) End lockout after 30 minutes

Impact of Proceeding

The password policy must be secure enough that users do not have the ability to enter easily cracked passwords (such as their user name or words in the dictionary), but not so arcane that a user is unable to remember their password.

The longer the password is in use the more likely it is to be compromised by sharing with a co-worker or some form of password theft. For that reason passwords should be changed on a regular basis. This must be balanced against the necessity to constantly invent and remember new passwords.

Simply enforcing a user to change their password accomplishes nothing if the user can immediately set the password back to the original value. To prevent this, a password history is kept of recently used passwords so they can not be reused.

To prevent brute force compromise of a password by repeatedly trying different

passwords programmatically with a password hacking program, the user id is locked out after a number of unsuccessful attempts. Locking a user out will typically generate a help desk call. To reduce these calls, the lockout ends after a specified amount of time passes.

A single rule set is required. The issue is the degree of “strength that is to be implemented. Finally, to successfully implement a password policy all users must be educated in the necessity of the policy. Important points to cover in the user education:

· Even if the data you work on is not private, the passwords policy is in place to protect all government data.

· The password policy also ensures the privacy of private data such as employment history, financial records, and benefits.

· Your password must never be committed to paper. This defeats the entire policy.

· There is never a valid reason to give your password to a technical support person.

· If any specific tailoring is needed, a user may be asked to authenticate so appropriate changes can be made.

· To mnemonically create a password that is easy to remember, create the password by formulating an acronym composed of the first letters and numbers of words in an easy to remember phrase. For example – “Today I went for milk and cookies” would become ‘2Iwfm&c’

· Do not change your password on the last working day before a weekend, holiday or vacation. It will be difficult to remember when you return to work.

· Passwords must be changed over time because even the best password can be broken if enough time is taken.

· For any non-Accuro programs, the passwords must be stored in encrypted format.
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B - Third Party Access

There will be times when third party access to the clinic system is required, usually for support purposes. These individuals may require, for support purposes only, access to parts of the system where patient data is displayed. Displayed data will be kept within the bounds of the issue, and data will be used only for the purposes of resolving the issue, and will not be accessed without authorization and notification of the client. If there is access to the server room by maintenance personnel, even if not for support purposes (ie: maintenance staff), the personnel must be authorized and approved by the manager in charge.
Please implement and maintain this list with any third parties that obtain access to the clinic system. Only personnel from this list of approved maintenance companies that have signed an Information Manager Agreement should be permitted access. A sign-in procedure should be created for authorizing and logging access to the system by third party maintenance personnel.


	Company
	Name
	Position
	Role
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C - Security Administration Policy

The administrator and data custodians/affiliates must ensure that they are using the Physician office system responsibly and with attention to system security. This policy itemizes policies that should be followed in a clinic using any type of Physician Office system that stores Confidential Information as per the Health Information Act of Alberta.

First, It is required that each clinic assign a security custodian / system administrator.  The administrator will create, or use, this internal policy procedure for security administration and management.  This person will be the administrator of this policy and all staff should be familiar with the policies dictated by them and be aware of their position and responsibilities.  The administrator is fully responsible for maintaining security practices.  They must be fully knowledgeable in information management and legislation regarding information management including how to minimize the probability of a security breach, run antivirus software, and isolation of each computer from the main network if necessary. 
The advice below is sorted in two categories; Clinic Advice and Systems Administrator Advice. The advice in the first section applies to all personnel in the clinic, and the advice in the second section applies to the system administrator and/or the lead physician/data-custodian.

i) Clinic Best Practice Advice:

· Each customer, administrator and / or affiliate must sign an “Information Manager’s Agreement”. There is an example attached as Appendix 3.
· Must complete Privacy Impact Assessment with the installation of the Physician Office System. Optimed will assist in completing this document that pertains to the Optimed system. 
· As a condition of employment, all users shall sign a witnessed and dated “Pledge of Confidentiality and Privacy” indicating that they have been informed of the clinics security administration policy, where to find the policy in future, and are aware of the consequences of breaching this policy.  This information will be covered during a security awareness program session, which will also include information about vulnerabilities associated with the use of computer systems. There is an example attached as Appendix 2.
· The clinic should have a policy stating:
The employees shall be educated about health information principles and practice relating to health information issues, confidentiality, and security.

· Attend a security awareness program session, available by Optimed at the time of implementation or at scheduled sessions thereafter. 
The security awareness program session will entail:

· A review of system vulnerabilities

· Secure system usage

· Review of Disaster Recovery Plan

· Password and authentication policies

· Proper ‘third party’ program usage and installation

· Risk/Threat assessment procedures

· Review of proper LOGOFF and SHUT-DOWN procedures.

· Proper usage of two-factor authentication methods and secure remote access (if applicable) including review of the password standard.


· For general system use (ie: Computer use), it is highly recommended that these rules be followed by all system users:

a) Do not use external disks without proper scanning for malware.

b) Do not install File sharing programs like Kazaa or other peer-peer applications.

c) Do not install Third party software unless approved and documented by the administrator

d) Do not allow connection of unauthorized machines to the network.
· Any removable media (eg: diskettes) that are used to store health data shall be stored in a secure container when not in use (eg: fire-proof safe rated for storage of computer media). When media is no longer needed, media should be destroyed through the physical crushing of the media
· Where equipment maintenance requires the exchange or release of components (tapes, hard disks, floppy diskettes, optical diskettes, memory, EPROMS) that may contain health information:

· Those components shall not be released to a third party unless the health information has been permanently erased or encrypted, and

· If it is not possible to erase or encrypt data, then the third party must be bonded.

· A policy should be created around software and network customizations, stating:

· Customizations to the system by Optimed (application, network, or hardware), for support purposes, software development, or otherwise must be preceded by a security/risk assessment.
· Customizations to the system by the clinic (application, network, or hardware), for support purposes, software development, or otherwise must be preceded by a security/risk assessment.

· The clinic and custodians within the clinic should ensure that health data is accurate and current and that every reasonable step must be taken to rectify data that is inaccurate or incomplete.
· Health data or confidential data that is no longer required, such as hardcopy waste, should be disposed by such means as shredding.
ii) Systems Administrator Best Practice Advice

Clinics are responsible for the data stored within the Physician office system. It is required that each clinic assign a security custodian / system administrator.  The administrator will create an internal policy procedure for security administration and management as outlined below.  This person will be the administrator of this policy and all staff should be familiar with the policies dictated by them and be aware of their position and responsibilities.  The administrator is fully responsible for ensuring that prudent security practices are maintained.  They must be fully knowledgeable in information management and legislation regarding information management.  Each customer, administrator and / or affiliate must sign an “Information Manager’s Agreement”.

· A policy and procedure should be created for security measures that minimize the probability and resulting damage of a security breach (such as have firewalls and virus protection in place, and how to isolate a network or each computer from the breached network)
· A policy should be created to have the clinic manage effective security administration programs.

· It is the responsibility of the administrator to keep a complete list of all users accessing the system, and to assure that all users have undergone a reference check and have appropriate security clearance.  These checks should be applied to all new employees and where appropriate for transferred or previously in place employees.  Administrators should use the “User Access” list for record keeping. A policy and procedure should be developed covering who may collect, access, or otherwise use health data.
· A procedure should be developed covering contractors, including outsourcers or third party vendor, that have access to system data, input devices, or storage devices, and detailing that the contractor is bound to the clinic’s privacy and security policies and procedures.

· Log Files should be reviewed on a regular basis. Track all log file reviews in a document to include Date, User, Approval, Findings, Actions, and Notes. In the review of the log file, look for unauthorized access or attempts to access, and data modifications or viewing performed by inappropriate users.

· On termination or transfer of an employee the custodian or affiliate will;

i. Retrieve sensitive material including access control items ie. key and badge retrieve systems, related software and documentation 

ii. Terminate access and / or user identification

iii. The policy created by the administrator should include rules against the use of; external disks, file sharing programs like Kazaa, and third party software unless approved and documented by the administrator

iv. The design must include information about how security is monitored, where that documentation can be found, and what to do in case of disaster ie. Refer to disaster recovery plan.  This documentation should be easily available to all staff.

· The administrator must document the number and location of all copies for management and updating purposes, and an instant log in each clinic should be kept with the documentation.

· The administrator will create an incident report form that can be reviewed by the administrator or Optimed if needed.  These reports should include the date, location, user name, and specific details of the incident.  When reviewed the administrator should include date reviewed, findings regarding the incident, and any necessary action needed. 
· Ensure that security problems are investigated and, when appropriate, escalated.
· Ensure a policy is in place containing process for administering internal penalties and consequences for breach of security policy.

· The documentation must include penalties for security breaches, levels of action, and information regarding methods of appealing judgments.  Specific penalties per office are at the discretion of the clinic and system administrator.

· Every year the system administrator should take a physical inventory of all storage media (ie: CDs, disks, backup tapes) that contain health data.

· Every two years the system administrator must perform and document a security risk assessment that reviews all areas of the policy and analyzes areas that management should evaluate. This should include the evaluation of security design and monitoring existing security design initiatives.
· Ensure security controls are implemented, administered, monitored, and communicated to all users.
· Create a procedure regarding the transmitting and re-transmitting of data, and the duplication of data.

· Create written “Security and Privacy Policy” concerning the collection, processing, maintenance, retention, reproduction, destruction, storage, communication, and release of health data should be put in place by the clinic.

· A policy and procedure should be created for the system’s application with external networks covering security technology components such as firewalls and gateways, use of encryption and Secure Socket Layer (SSL) protocol, and use of 2-factor authentication for access over the Internet (See section A under Remote Access Guidelines)

· All Documentation should be readily available to staff except: Password and authentication sheets, Confidential Information. This documentation should include providing appropriate information on security policies, programs, and procedures.
The administrator, _______________________ “administrator” for 

____________________ “Clinic” has reviewed this document and other policies 
given to the Clinic and is fully aware of the responsibility for privacy, security, and confidentiality of the data contained within the Physician Office System.

Name ___________________________________________

Signed ________________________________________

Date _____________________
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D - Software Security - Accuro

Summary

Accuro is set up in a client/server environment, meaning there is a copy of the Accuro software on each workstation.  When you run the Accuro program, it connects to the server using the application locally, but sending and receiving data through the network and storing the data only on the server machine. This means that any application customization and updates are delivered to each machine on the clinic, and data changes are done only on the server within the database.
Software Customizations

Any customization of the POS applications or network by Optimed or the contractor can only be undertaken after a security threat/risk assessment. Optimed will advise the client of the customization and advise whether the client should do an amendment to the PIA.

Any customization of the POS applications or network by Optimed or the contractor can only be undertaken after a security threat/risk assessment. The physician must review the customization with Optimed or the contractor to determine is the customization may require an amendment to the PIA. A policy by the clinic should be implemented to state that only adequately trained personnel are authorized to alter or install software and hardware.
Update Procedures

The Accuro program is updated through a client side code base delivery via the Internet. Each client machine has a built-in application for updating the system which can be run as often as the client prefers, but should be run upon request from the Optimed support staff. Optimed will notify all active clients of an available update through fax, phone, or email depending on the client’s primary contact method.

To update Accuro, click Start, Programs, Accuro, Update Accuro. A window opens containing a description of recent program changes organized by date. It is recommended that this message be printed/saved and reviewed by all users on the system. 
*Note: It is advised that a system checkpoint be created on the machine that will receive the update prior to running an update.

Machines will not have system changes until they are updated and not all machine must be updated at the same time, although it is recommended. If there is a chance for data inconsistency due to out of date client side applications, Accuro’s database will not allow connections to it by the client side applications that are out of date. To monitor possible data corruption, during and after an update is run, data integrity and verification of data checks should be run on the database. See the Failed Update Policy for instructions.
Software Update Policy
It is recommended that the clinic have a policy and procedure in place to ensure that the software updated in tested in a test environment before it is installed in the production environment.
Optimed Software has this testing procedure with its updates:

Program releases are done when it is deemed reasonable by Optimed staff. The purposes for updates include: bug fixes, feature releases, and security patches. The release of compiled code follows this quality assurance process:

Stage 1: Internal release (Alpha)

Code delivery is released internally for testing by staff within a physical test environment. Software undergoes test scripts similar and equal to the VCUR section

7 test scripts. Feedback is documented and forwarded to design teams, who route the problem to the appropriate developer.

Stage 2: Test release (Beta)

Code delivery is released to the ‘Beta Test’ update and beta clinics are notified.

These clinics have volunteered to work with Optimed on the continued development of Accuro by providing a beta test bed for the software. Currently, there are 3 test clinics live. Feedback is sent via the program by clicking on a ‘feedback’ menu item, which posts the feedback directly to the email inbox of the design and support team.


Stage 3: Commercial release (Live)

Code delivery is released to the applicable client base with notification, and in some cases it is accompanied by a public release document. In all cases help files describing the release accompany the release.

All installations needed both for initial implementation and for update installations will be performed by adequately trained personnel. Any removable media will be scanned for malware prior to upload or download to the system.

For feedback in the system, bug reports, or feature requests, Accuro has a built in feedback tool that uses an email protocol to send the comment direct to Optimed support. In addition, a phone support line is available at 1.866.729.8889 for immediate assistance.

Failed Update Policy
A failed update is very unlikely given the above testing procedures. It is also recommended that the custodian have a policy stating that software should be tested in a test environment before it is installed in the production environment. To prepare for a failed update, prior to the update being run, a system checkpoint should be made in order to restore the system if required and it is recommended that the custodian adopt this same policy. Optimed will only authorize adequately trained personnel to alter or install software or hardware and it is recommended that the clinic adopt this same policy. If an update is corrupt, or fails, it is possible for Optimed to roll back the update by internally rolling back the update. In this case, the clinic is to run a subsequent update after the rollback is complete in order to reverse the update. The policy of the clinic to roll back their update is to either restore to a checkpoint, or to contact Optimed to have the update rolled back. It is recommended that the custodian document this procedure.

How to determine if the update was successful?

Once the update procedure is complete, a status will appear on the screen stating “successful update”, or “update failed”. In either case, Optimed staff is to run a database integrity (or have the system administrator perform the task). It is recommended that the custodian adopt this same policy. 

Running data integrity and verification of data checks on the database:

1. Data Integrity Check: Running a Database integrity check on the database. This can be done using SQL Server 2000 Query Analyzer, running the command: “DBCC CHECKDB”

2. Verification of Data Check: Select a sample of files/records and checking that data in them is readable, logical, and ordered.
Log File and Audit Trail Access

The Log Files and auditing features in the Accuro system are in place to protect data

against unauthorized or unwanted data modifications, creations, and deletions. The

information is accessible and restorable for authorized users. The tools below are audit trail functions to track access and changes to patient data, by date and time, and include tools to access and display audit trail data.
It is recommended that procedures be put in place to cover the access to the log files and audit trails. A procedure should also be put in place to review, or have an authorized delegate review, audit trail information on a regular basis to determine who has viewed the data, who has changed the data, what the person’s role-based access rights are, and whether the actions taken by the person were authorized.
To Access Log File:

You must be a systems administrator or a Physician.

The log may be accessed from three places within the Accuro POS.


1. Accuro 'Manage Security' Section: Searching and filtering capabilities are available on this screen. This section will show who has viewed data, who has changed data, and what the person’s role-based access rights are. This data can be sorted by user, by event (ie: accessing EMR), by patient, and by data range. Instructions on accessing this section are contained in the help file documentation.

2. Accuro EMR section: From the EMR section, clicking on the 'Log' button opens the

log on that patient to sort and search for events for the selected patient. Access to

the log requires permissions to view the EMR area of Accuro.


3. SQL Server Profiler: Enter the SQL Server Profiler. SQL2000 Administrative

knowledge is required here and is beyond the scope of this document to describe.

It is recommended that the administrator checks the log at regular scheduled times.

The log will track when the log was accessed and by whom and when.

The ‘Manage Security’ file tracks the following information:

1. Username

2. Date / time

3. Patient information

4. Fields/Records changed / deleted / created(added)

5. Role (if applicable)

6. Override reason (if applicable)

7. Masking of the field (on/off)

8. Action performed

Actions include:

1. Updating

2. Accessing

3. Deleting

4. Adding

All changes are authorized through assigning of role. See the Role definitions

attached.

[image: image7.jpg]Software Corporation




E - “Need To Know Policies”
The party receiving Confidential Information will only divulge such Confidential Information to those employees or agents who need to know in order to perform their obligations as requested or contracted by the Custodian. The receiving party will ensure that those people who need to know the Confidential Information agree to maintain the confidentiality of such Confidential Information. This applies to each person(s) that have access to, directly or indirectly, Confidential information, including but is not limited to, all "health information" as defined in Alberta's Health Information Act and all "personal information" as defined in the Freedom of Information and Protection of Privacy Act. Personal Information Access methods to protect and document are:
· Accessing data through a terminal or terminal session

· Printing data

· Copying data through file copy, clipboard copy, and print screen copy

· Obtaining data via removable media (ie: USB drives, Floppy disks, External hard drives, CD/DVD)

Data accessed in these or other methods must only be done for the purposes of support and with the permission of the custodian. Once the support task is complete, the copied data shall be purged, shredded, or physically destroyed. Each vendor and contractor access event must be documented (Chart 1.1).
Custodian Roles:

A ‘Role’ within the Clinic should be defined in the Accuro Physician Office System, documented, and distributed. This can be recorded on the User Access form and referenced with the security roles description document provided by Optimed. Selection of a role for a user should grant access to as little confidential information as needed for their duties within the clinic to be performed. It is recommended that the existing defined roles within Accuro be used as they are not modifiable and comply with this “Need to Know” policy. Please refer to the Permissions description for explanation of these roles. 

Access to data within a permissible area of the application through assigning of roles can be restricted by an administrator or a physician. Ensure all passwords meet the password standard and the office system will enforce this. 

Patient Roles:

Patients may have access to their own information as defined in the Health Information Act. This information must be delivered to the patient in a confidential manner. The clinic should develop a policy on the release of health data to patients and third parties.
Access to “Need to Know” Information
For any access to need to know information, including Vendors and contractors, the policies of this need to know policy applies.  Each user accessing the system should also sign a confidentiality agreement to ensure privacy and this should be documented. Firstly, all access to the system by third parties should be controlled by user permissions (where each user, not vendor, has their own unique username/password) so that their access is restricted to the information required for their task to be performed. This access can be documented using chart like the one shown below (chart 1.0) Contractors and Vendors should always use their designated username/passwords to access the system. On each system, vendors and contractors must ensure user permissions are configured appropriately, including their own user permissions. Secondly, Each access event should be documented in a chart like the second chart shown below (chart 1.1). Finally, a list of which vendors have remote access to the system should be documented and kept to a minimum (chart 1.2). Preferably remote access to the system is not allowed for third party access until it is required. Once the third party has completed their task, the remote access is shut down for them.
Chart 1.0 - Accuro Default Role Access Chart


Permission
     Role

	
	Administrator
	Physician
	Nurse
	Billing
	Reception

	Messaging
	Read/Write
	Read/Write
	Read/Write
	Read/Write
	Read/Write

	Scheduling
	Read/Write
	Read/Write
	Read/Write
	Read
	Read/Write

	Patient Demographics
	Read/Write
	Read/Write
	Read/Write
	Read/Write
	Read/Write

	Patient Diagnostic
	-
	Read/Write
	-
	-
	-

	Medications Allergies
	-
	Read/Write
	Read
	-
	-

	Billing
	-
	Read/Write
	
	Read/Write
	-

	Printing
	Read/Write
	Read/Write
	Read
	Read/Write
	Read/Write

	Reports Clinical
	-
	Read/Write
	Read
	-
	-

	Chart Sign-off
(user specific)
	-
	Read/Write
	-
	-
	-


Chart 1.1 – Third Party Access Event Log
Date         Vendor Name   
Personnel Name
Login/Role
Purpose   Data copied

__________________________________________________________________________

__________________________________________________________________________

__________________________________________________________________________

Chart 1.2 – Third Party Remote Access

Date         Vendor Name    Access Type      Purpose   Start Date
End Date    Authorized By

__________________________________________________________________________

__________________________________________________________________________

__________________________________________________________________________
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F - Backup Policy and Procedures

Importance

Backup is required with any type of electronic system; even if it is simply billing and scheduling, and especially if personal electronic/digital health information is stored, like in the case of an Electronic Medical Records system. Your data is valuable, and it is worth the cost of keeping a secure redundant copy of it off-site in case of a disaster. It is important to understand that in a failure or disaster, the Accuro environment can be restored using only the backups and information stored off-site.

If something were to fail, the backup can then be restored as long as successful backups are implemented and maintained. In the case of a failure (ie: the server is stolen or vandalized), a business continuity plan should be executed. This is otherwise known as a Disaster Recovery Plan.
Disaster Recovery Plan

A disaster recovery plan does not have to be a complex set of procedures, but it should be comprehensive. It is highly advised that the clinic develop their own comprehensive disaster recovery plan. Here is an example: 

Note: daily printed or externally saved day sheets must be stored off of the system daily as part of this plan. Store two full days of day sheets (the next day and the day after next day) for each physician and schedule.
Clinic ABC Disaster Recovery Plan
In the case of a system or server failure, where patient data in not accessible on the server or otherwise, follow these steps:

1. Contact Optimed for advice if required 1.866.729.8889, and ensure the system administrator is made aware of the ‘disaster’ so the problem resolution can begin.

2. Retrieve the pre-prepared day sheets for all physicians and staple loose leaf paper to the day sheet for note-taking
Note: daily printed or externally saved day sheets must be stored off of the system daily as part of this plan. Store two full days of day sheets (the next day and the day after next day) for each physician and schedule.
3. Record all notes, clinically and administrative on the paper until system is accessible.

4. If system is not recoverable in a reasonable amount of time, restore backup on to a workstation. The other computers in the clinic can use this workstation as the server until the server is repaired. After which, the data can be transferred back to the server to return the system to normal. Contact your systems administrator you will then contact Optimed and your network technician to make this transfer happen. 

5. Once up and running with the system, transcribe all paper notes taken in to the system.

This plan should be specifically developed by the clinic and made available to all users of the system. It should be reviewed and practiced (tested) annually. It is recommended that step #4, the backup recovery, be tested twice annually. This test backup and recovery is known as a Backup Recovery Drill. Optimed offers this service for a fee. For greater clarification, the Backup Recovery Drill, or ‘Fire Drill’, is in place to test the restoration procedure of the physician office system environment from the backup media.
Backup Process

Daily backups must be completed by the system. There are two elements relating to the Accuro application that require backup.

1. DATABASE:
The database contains the data that is entered through the Accuro program. The database is a Microsoft SQL Server 2000, which has the ability to generate a BAK file when scheduled to do so. This scheduling can be configured within the database management software which is completed on installation of the database. For manual BAK file creations, the Accuro application has a utility built in. The Accuro help files explain this process.
Archived BAK files are stored in a permanently retrievable digital format.

2. FILES/DOCUMENTS:
The scanned or attached files are stored in a protected file system on the network. They are stored in a shared folder that, by default, is called “accdocs”

Each of the above two elements should be encrypted, then stored externally (off-site), securely, redundantly, and retrievably. The storage can be either a tape drive system, or a Canadian based Internet backup service. The transfer of the above elements must follow the policies included in this documentation package around Physical Security and Third party access to data, covered in the Help Desk Policy. For encrypted information, the encryption keys are to be stored separately from the backups. In most cases, a backup program is used to create and transfer the backups. It is also important to understand that the physician office system environment can be fully restored using only the backups and information kept off site.
Clinic Policy – Backup Process
Each clinic must document their procedure and policy around backup process. This policy should include:

· Assigned system administrators for implementing and maintaining the backups.

· Assigned system users for verifying status of backups and that they are being performed successfully each day. Also to ensure that 

· At least one of the daily software backups is no older than 48 hours and is maintained off site from the Accuro server in a secure container.

· The most recent monthly and yearly backups are to be maintained in a secure location off site from the Accuro server.

· Daily software backups are to be maintained for 7 days

· Weekly software backups are to be maintained for 8 weeks

· Monthly software backups are to be maintained for 12 months

· Yearly software backups are to be maintained for 2 years

· Any archived records must be maintained in a permanently retrievable digital format.

· Assigned system administrator for initiating the testing of Backup restores twice annually.

· Assigned system administrator for storing the license numbers or serial numbers for all installed software for use in re-installation.

· Assigned system administrator for maintaining that the resources required for a restore are backed up as they are changed.

· Location of the disaster recovery plan and notification to all users on the location of the plan.
Backup Software Requirements

For backup software implemented by the clinic, the following backup software capabilities must be supported and implemented. The backup program:

1. Backs up all metadata (if present) along with access control information

2. Is capable of running full and incremental backups

3. Assists in the administration of the backup function. For example, it labels media, prevents the accidental overwriting of non-expired media, and manages the off-site backup.

4. Encrypts the backups

5. Runs concurrently with the applications (ie: can back up and open database)

6. Can be run on redundant servers

7. Backs up the database (the data in the database must be able to be encrypted)

8. Is able to restore all operating and application systems and user data from backup media.

9. Supports the complete restoration of data

10. Supports the partial restoration of data

11. Supports data recovery to the point of failure

12. Supports the backup of metadata and is able to optionally restore the metadata applicable to the data being restored. In particular, it restores access control information.

Note: In the case where an entire folder/database may not be backed up daily, data restore capability must be able integrate several partial backups. This service is available through Optimed, if required, for a fee.

G - Alberta Health and Wellness Wireless Security Requirements Checklist
	Vendor Name: 
	Site Name: 

	Date/Time Wireless Security Site Audit - Conducted: 

	Implementation Tasks
	Status

	Wireless Security Requirements
	

	1.
	Purchase AP and switches that 802.1X capable

	

	2.
	Purchase Wi-Fi Protected Access certified NICs2
	

	3.
	Develop an organizational security policy that addresses the use of wireless
	

	4.
	Ensure users on the network are fully trained in computer security awareness and the risks associated with wireless technology.
	

	5.
	Perform a risk assessment to understand the value of the assets that needs protection
	

	6.
	Ensure that the client NIC and AP support firmware upgrade so that security patches may be deployed as they come available (prior to purchase).
	

	7.
	Perform comprehensive security assessments at regular intervals (including validating that rogue APs do not exist in the 802.11 WLAN) to fully understand the wireless network security posture.
	

	8.
	Ensure external boundary protection is in place around the perimeter of the building or buildings of the organization.
	

	9.
	Deploy physical access controls to the building and other secure areas (e.g. photo ID, badge Id reader)
	

	10.
	Complete a site survey to measure and establish the AP coverage for the organization
	

	11.
	Take a complete inventory of all APs and 802.11 wireless devices.
	

	12.
	Empirically test AP range boundaries to determine the precise extent of the wireless coverage
	

	13.
	Ensure AP channels are at least five channels different from any other nearby wireless networks to prevent interference.
	

	14.
	Locate APs on the interior of buildings versus near exterior walls and windows.
	

	15.
	Place APs in secured areas to prevent unauthorized physical and/or logical access.
	

	16.
	Make sure that APs are turned off during all hours during they are not used.
	

	17.
	Make sure the reset function on APs is being used only when needed and is only invoked by an authorized group of people.
	

	18.
	Restore the APs to the latest security settings when the reset functions are used.
	

	19.
	Change the default SSID in the APs.
	

	20.
	Disable the “broadcast SSID” feature so that the client SSID must match that of the AP.
	

	21.
	Validate that the SSID character string does not reflect the organization’s name (division, department, street, etc.) or products.
	

	22.
	Understand and make sure all default parameters are changed.
	

	23.
	Disable all insecure and nonessential management protocols on the APs.
	

	24.
	Enable all security features of the WLAN product, including the cryptographic authentication and WEP privacy feature.
	

	25.
	Ensure that encryption key sizes are at least 128-bits or as large as possible.
	

	26.
	Make sure that default shared keys are periodically replaced by more secure unique keys.
	

	27.
	Install a properly configured firewall between the wired infrastructure and the wireless network (AP or hub to APs).
	

	28.
	Fully test and deploy software patches and upgrades on a regular basis.
	

	29.
	Ensure all APs have strong administrative passwords.
	

	30.
	Ensure all passwords are being changed regularly.
	

	31.
	Ensure that the “ad hoc mode” for 802.11 has been disabled unless the environment is such that the risk is tolerable.
	

	32.
	Disable DHCP.
	

	33.
	Enable user authentication mechanisms for the management interfaces of the AP.
	

	34.
	Make sure adequately robust community strings are used for SNMP management traffic on the APs.
	

	35.
	Configure SNMP settings on APs for least privilege (i.e., read only). Disable SNMP if it is not used.
	

	36.
	Fully understand the impacts of deploying any security feature or product prior to deployment.
	


Completed by:

Wireless Network Security Auditor
                  Signature


Date

Appendix 1 - Incident Report Form

Date:  ______________________________
Location:  ___________________________

User Name:  _____________________________________________________________

Details of Incident:  _______________________________________________________

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

For Admin Use Only

Date Reviewed:_______________________
Reviewer:  __________________________

Findings of Incident:  ______________________________________________________

________________________________________________________________________________________________________________________________________________________________________________________________________________________

Actions Required:  ________________________________________________________

________________________________________________________________________________________________________________________________________________________________________________________________________________________

Date Action Completed:  _______________
Action Completed By:  ________________
Appendix 2 - Pledge of Confidentiality and Privacy

You (the “Recipient”) are being furnished with confidential, proprietary information that has been prepared by <clinic name> (the “Discloser”), and you may be furnished with additional information by the Discloser or by its representatives or agents for evaluation of a possible investment, consulting or advisory position with the Discloser. By your acceptance and as of a condition hereof, you agree to treat all information concerning the Discloser which is furnished to you by or on behalf of the Discloser, whether furnished before or after the date of receipt (the “Effective Date”) and regardless of the manner it is furnished, together with analyses, studies or other documents or records prepared by you or any of your employees or agents (collectively, “Representatives”) to the extent that such analyses, studies or documents contain or otherwise reflect or are generated from such information (hereinafter collectively known to as the “Confidential Information”), in accordance with the provisions of this agreement.

WHEREAS, Recipient and Discloser will enter into confidential discussions regarding a business relationship and in connection therewith Recipient will have access to certain confidential information about the Discloser’s Discloser and business; and

WHEREAS, the Recipient agrees that his or her receipt of such proprietary information would not occur absent the Recipient’s Agreement to these terms and conditions and Discloser is revealing the proprietary information solely in reliance on Recipient’s strict performance of his or her obligations hereunder;

NOW THEREFORE, the parties agree as follows:

Definition of Confidential Information. Recipient agrees that all proprietary information disclosed by Discloser to Recipient relating to the Discloser’s business, including business models, market strategies, production process, trade secrets, know-how, patents, copyrights, financial information, sales distribution strategies and internet and e-commerce will be referred to collectively in this Agreement as “Confidential Information”

Non-Disclosure and Non-Use of Confidential Information. Recipient shall not disclose, publish or disseminate the Confidential Information to any third parties or to any of the recipient’s employees, other than in strict accordance with this Agreement. Recipient shall use the Confidential Information for the sole purpose of evaluating a possible investment, consulting or advisory position with Optimed Corporation. Recipient agrees that such Confidential Information shall not be released or disclosed, directly or indirectly, to any person other that a person who has executed a counterpart of this Agreement and agrees to be bound by it. Any such person who receives any portion of the Confidential Information shall be bound by the terms and conditions of this Agreement immediately upon receipt, and shall be deemed a successor Recipient. Recipient agrees not to use Confidential Information otherwise for its own or any third party’s benefit (including, but not limited to, agents, subcontractors or sub licensees) without the prior written approval of Discloser in each instance.

Non-Confidential Information. Confidential Information shall not include information, technical data, or know-how that (i) the Recipient can prove was in its possession prior to the time of the disclosure by the disclosing party, or (ii) is currently, or becomes publicly known through no fault of the Recipient, or (iii) is received from a third party without similar restrictions and without breech of the Agreement, or (iv) is approved for release by written authorization of the Discloser subsequent to the Agreement, or (v) is independently developed by Recipient without the use of any Confidential Information.

Ownership of Confidential Information. All Confidential Information, and any derivative thereof remains the property of Discloser and no license, intellectual property rights or other rights to Confidential Information are granted or implied hereby other than the limited right to use set forth in paragraph 2 above to review the Confidential Information set forth herein. Confidential Information disclosed by Discloser hereunder may include Confidential Information of a third party and, in such event, this Agreement shall apply equally to any third party Confidential Information and shall inure to the benefit of such third party.

Injunctive Relief. Recipient hereby acknowledges that unauthorized disclosure or use of the Confidential Information could cause Discloser irreparable harm and significant injury that may be difficult to ascertain and for which Discloser would not have an adequate remedy in monetary damages. Accordingly, Recipient agrees that Discloser would have the right to seek and obtain immediate injunctive relief to enforce obligations under this Agreement in addition to any other rights and remedies Discloser may have.

Governing Law. This Agreement is made under and shall be construed according to the laws of the Province of Alberta, without regard to its conflicts of law rules, and Recipient agrees that it is subject to the jurisdiction of the courts in such province should any action be brought to enforce or interpret its terms. Should any action or proceeding be required to interpret or enforce the terms hereof, the prevailing party shall be entitled to recover its reasonable attorneys fees and costs.

Assignments. Recipient shall not assign or transfer this Agreement without the prior written consent of Discloser.

Waiver. Waiver of any provision in this Agreement in any instance shall not be construed as a waiver in any other instance.

Relationship of the Parties. The Parties hereto are unrelated in any way and nothing herein shall be construed to create an agency, joint venture, partnership or other form of business association between the parties hereto.

Agreement. This Agreement sets forth the entire Agreement with respect to the Confidential Information disclosed and supersedes all prior or contemporaneous, oral, or written agreements concerning such Confidential Information. This Agreement may not be amended except by the written agreement signed by authorized representatives of both parties.

______________________authorized signature: 

Print Name: _________________________________________


Date:  ___________________

Recipient authorized signature: 

Print Name:  _________________________________________


Date:  ___________________

Appendix 3 - Information Manager’s Agreement

This Agreement is dated November 22, 2007 (“Effective Date”).

BETWEEN

____________________,located at _____________________

(“Vendor/Contractor”);
AND


____________________,located at _____________________

(“Custodian”)

Vendor/Contractor will take all reasonable steps to maintain the confidentiality of the other party’s Confidential Information. Confidential Information includes, but is not limited to, all "health information" as defined in Alberta's Health Information Act and all "personal information" as defined in the Freedom of Information and Protection of Privacy Act that is maintained by the Custodian and that Vendor/Contractor shall gain access to through the performance of this Agreement; all personal information as defined in Canada’s Personal Information Protection and Electronic Documents Act that is maintained by the Custodian and that Vendor/Contractor shall gain access to through the performance of this Agreement; and any information concerning the Custodian that is not generally available to the public. The party receiving Confidential Information will only divulge such Confidential Information to those employees or agents who need to know in order to perform their obligations as requested or contracted by the Custodian. The receiving party will ensure that those people who need to know the Confidential Information agree to maintain the confidentiality of such Confidential Information. Confidential information will be stored at the site of the Custodian or a site agreed to by the Custodian and not be transferred from the site unnecessarily. If Confidential Information is transferred outside of the site to resolve an issue, the data will not remain copied or stored off of the site after the issue is resolved or the Custodian request fulfilled.

Vendor/Contractor shall not disclose, and shall not permit nor suffer any of its employees, officers or directors or any other party that Vendor/Contractor is responsible for in law, to disclose, any Confidential Custodian Information to any person that is not a party to this Agreement (unless that person is an employee of the Custodian and the Custodian has authorized the disclosure to that employee).  Vendor/Contractor shall ensure that each employee, officer, director and each other parties that Vendor/Contractor is responsible for in law that will or may reasonably likely have access to Confidential Custodian Information enters into a confidentiality agreement on terms no less stringent than those contained in this Agreement and Vendor/Contractor shall take reasonable action, including legal proceedings, to ensure compliance with such confidentiality agreement.

The Vendor/Contractor will:

· Keep strictly confidential all information concerning the custodian and/or third parties, or any of the business activities of the custodian and/or third parties

· Only use, copy or disclose such information as necessary for the performance of services to the custodian or upon written authorization of the custodian.

· Determine prior to allowing any third party access to hardware, including loaner or replacement hardware, used by the custodian, the custodian’s employees, sub-contractors or agents, whether the hardware contains any information or software because of such use. The Vendor/Contractor will contact and follow the instructions of the custodian, if such information or software is present

Agreed to by the parties:

	Vendor/Contractor,
by its authorized signatory:
	Custodian,
by its authorized signatories:



	






	







	Signature

Print Name
	Signature

Print Name

	Title and Date
	Title and Date


Appendix 4 - Information Manager’s Agreement for Data Transferred Outside Alberta

This Agreement is dated November 22, 2007 (“Effective Date”).

BETWEEN

____________________,located at _____________________

(“Vendor/Contractor”);
AND


____________________,located at _____________________

(“Custodian”)

Vendor/Contractor will take all reasonable steps to maintain the confidentiality of the other party’s Confidential Information. Confidential Information includes, but is not limited to, all "health information" as defined in Alberta's Health Information Act and all "personal information" as defined in the Freedom of Information and Protection of Privacy Act that is maintained by the Custodian and that Vendor/Contractor shall gain access to through the performance of this Agreement; all personal information as defined in Canada’s Personal Information Protection and Electronic Documents Act that is maintained by the Custodian and that Vendor/Contractor shall gain access to through the performance of this Agreement; and any information concerning the Custodian that is not generally available to the public. The party receiving Confidential Information will only divulge such Confidential Information to those employees or agents who need to know in order to perform their obligations as requested or contracted by the Custodian. The receiving party will ensure that those people who need to know the Confidential Information agree to maintain the confidentiality of such Confidential Information. Confidential information will be stored at the site of the Custodian or a site agreed to by the Custodian and not be transferred from the site unnecessarily. If Confidential Information is transferred outside of the site to resolve an issue, the data will not remain copied or stored off of the site after the issue is resolved or the Custodian request fulfilled.

Vendor/Contractor shall not disclose, and shall not permit nor suffer any of its employees, officers or directors or any other party that Vendor/Contractor is responsible for in law, to disclose, any Confidential Custodian Information to any person that is not a party to this Agreement (unless that person is an employee of the Custodian and the Custodian has authorized the disclosure to that employee).  Vendor/Contractor shall ensure that each employee, officer, director and each other parties that Vendor/Contractor is responsible for in law that will or may reasonably likely have access to Confidential Custodian Information enters into a confidentiality agreement on terms no less stringent than those contained in this Agreement and Vendor/Contractor shall take reasonable action, including legal proceedings, to ensure compliance with such confidentiality agreement.

The Vendor/Contractor will:

· Keep strictly confidential all information concerning the custodian and/or third parties, or any of the business activities of the custodian and/or third parties.

· Only use, copy or disclose such information as necessary for the performance of services to the custodian or upon written authorization of the custodian.

· Determine prior to allowing any third party access to hardware, including loaner or replacement hardware, used by the custodian, the custodian’s employees, sub-contractors or agents, whether the hardware contains any information or software because of such use. The Vendor/Contractor will contact and follow the instructions of the custodian, if such information or software is present

For information being transferred outside of Alberta:

· The custodian will retain control over the health information.

· Risks associated with the storage, use or disclosure of the transferred information will be adequately addressed.

· Adequate security safeguards will be implemented and maintained by the person to whom the information is transferred to.

· Allow the custodian to monitor compliance with the terms of this agreement and put in place remedies for non-compliance or breach of contractual obligations.

Agreed to by the parties:

	Vendor/Contractor,
by its authorized signatory:
	Custodian,
by its authorized signatories:



	






	







	Signature

Print Name
	Signature

Print Name

	Title and Date
	Title and Date








Optimed Software Corporation
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